Abstract. In this paper we prove some divisibility properties of the cardinality of elliptic curves modulo primes. These proofs explain the good behavior of certain parameters when using Montgomery or Edwards curves in the setting of the elliptic curve method (ECM) for integer factorization. The ideas of the proofs help us to nd new families of elliptic curves with good division properties which increase the success probability of ECM.
Introduction
The elliptic curve method (ECM) for integer factorization [16] is the asymptotically fastest method for nding relatively small factors p of large integers N . In practice, ECM is used, on the one hand, to factor large integers. For instance, the current ECM-record is a 241-bit factor of 2 1181 − 1 [9] . On the other hand, ECM is used to factor many small (100 to 200 bits) integers as part of the number eld sieve [19, 15, 2] , the most ecient general purpose integer factorization method.
Traditionally, the elliptic curve arithmetic used in ECM is implemented using
Montgomery curves [17] (e.g., in the widely-used GMP-ECM software [25] ). Generalizing the work of Euler and Gauss, Edwards introduced a new normal form for elliptic curves [12] which results in a fast realization of the elliptic curve group operation in practice. These Edwards curves have been generalized by Bernstein and Lange [7] for usage in cryptography. Bernstein et al. explored the possibility to use these curves in the ECM setting [6] . After Hisil et al. [13] published a coordinate system which results in the fastest known realization of curve arithmetic, a follow-up paper by Bernstein et al. discusses the usage of the so-called a = −1 twisted Edwards curves [5] in ECM.
It is common to construct or search for curves which have favorable properties.
The success of ECM depends on the smoothness of the cardinality of the curve considered modulo the unknown prime divisor p of N . This usually means constructing curves with large torsion group over Q or nding curves such that the order of the elliptic curve, when considered modulo a family of primes, is always divisible by an additional factor. Examples are the Suyama construction [23] , the curves proposed by Atkin and Morain [1] , a translation of these techniques to Edwards curves [6, 5] , and a family of curves suitable for Cunningham numbers [10] .
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In this paper we study and prove divisibility properties of the cardinality of elliptic curves over prime elds. We do this by studying properties of Galois groups of torsion points using Chebotarëv's theorem [18] . Furthermore, we investigate some elliptic curve parameters for which ECM nds exceptionally many primes in practice, but which do not t in any of the known cases of good torsion properties.
We prove this behavior and provide parametrizations for families of elliptic curves with these properties.
Galois properties of torsion points of elliptic curves
In this section we give a systematic way to compute the probability that the order of a given elliptic curve reduced by an arbitrary prime is divisible by a certain prime power. 
In order to state Chebotarëv's theorem we say that a set S of primes admits a natural density equal to δ and write P(S) = δ if lim N →∞
#(S Π(N )) #Π(N )
exists and equals δ, where Π(N ) is the set of primes up to N . If event(p) is a property which can be dened for all primes except a nite set (thus of null density), when we note P(event(p)) we tacitly exclude the primes where event(p) cannot be dened.
Theorem 2.2 (Chebotarëv, [18] ). Let K be a nite Galois extension of Q. Let H ⊂ Gal(K) be a conjugacy class. Then
Before applying Chebotarëv's theorem to the case of elliptic curves, we introduce some notation. For every elliptic curve E over a eld F and all m ∈ N, m ≥ 2, we consider the eld F (E[m]) which is the smallest extension of F containing all the m-torsion of E. The next result is classical, but we present its proof for the intuition it brings.
Proposition 2.3. For every integer m ≥ 2 and any elliptic curve E over some eld F , the following holds:
). Proof. (1) Since the addition law of E can be expressed by rational functions over 
. Since the addition law can be expressed by rational functions over F , for each σ, ι m (σ) ∈ Aut(E(F ) [m] 
Conjugation of g gives an isomorphic group of xed elements. If we are interested only in the isomorphism class we use the notation Fix(C) where C is a set of conjugated elements. We use analogous notations for Aut(
Theorem 2.7. Let E be an elliptic curve over Q and m ≥ 2 be an integer. Put
(2) Let a, n ∈ N such that a ≤ n and gcd(a, n) = 1 and let ζ n be a primitive nth root of unity.
Proof. (1) Let p m be a prime for which E has good reduction and let p be a prime
is commutative and since Frobenius(p) ⊂ Gal(K/Q) is the conjugacy class generated by (α
T is equivalent to Frobenius(p) being one of the C i .
Thanks to Theorem 2.2 we obtain:
(2) Using similar arguments as in (1) we have to evaluate
.
Let p be a prime and p a prime ideal as in the rst part of the proof, and let P be a prime ideal of K(ζ n ) lying over p. Furthermore letC 1 , . . . ,CÑ be the conjugacy classes of Gal(K(ζ n )/Q) that are in the pre-images of C 1 , . . . , C N and whose elements σ satisfy σ(ζ n ) = ζ a n . Since Gal(K(ζ n )/Q) maps ζ n to primitive nth roots of unity we have for σ ∈ (α (P) )
If we exclude the nitely many primes dividing the norms of ζ c n − 1 for c = 1, . . . , n − 1 we obtain b ≡ p mod n. Since Frobenius(K(ζ n ), p), the Frobenius conjugacy class for K(ζ n ), is the pre-image of Frobenius(p), we get with the argument above P(Frobenius(p) ∈ {C 1 , . . . , C N }, p ≡ a mod n) = P(Frobenius(K(ζ n ), p) ∈ {C 1 , . . . ,CÑ }). A similar consideration for the denominator P(p ≡ a mod n) completes the proof.
and therefore each element σ of Gal(K/Q) extends in exactly one way to an element of Gal(K(ζ n )/Q) which satises σ(ζ n ) = ζ a n . Note that for n ∈ {3, 4} the condition is equivalent to ζ n ∈ K.
The families constructed by Brier and Clavier [10] , which are dedicated to integers N such that the nth cyclotomic polynomial has roots modulo N , modify [K(ζ n ) : Q(ζ n )] by imposing a large torsion subgroup over Q(ζ n ).
An important particular case of Theorem 2.7 is as follows: Corollary 2.9. Let E be an elliptic curve and π be a prime number. Then,
Example 2.10. Let us compute these probabilities for the curves E 1 : y 2 = x 3 + 5x + 7 and E 2 : y 2 = x 3 − 11x + 14 and the primes π = 3 and π = 5.
Here E 1 illustrates the generic case, whereas E 2 has special Galois groups. One checks with Sage [22] 
). A simple computation shows that GL 2 (Z/3Z) contains 21 elements having 1 as eigenvalue, one of which is Id. Corollary 2.9 gives the following probabilities:
. We used the same method for all the probabilities of Table 1 , where we compare them to experimental values.
Note that the relative dierence between theoretical and experimental values never exceeds 0.4%. It is interesting to observe that reducing the Galois group does not necessarily increase the probabilities, as it is shown for π = 3. Proposition 2.12. For all m ≥ 2 we have:
0.02082 0.06245
Th. 20 48 ≈ 0.4167
0.002091 0.03123 (
, where η is the remainder of m modulo 2.
Proof. For a proof we refer to [8] .
Note that one obtains dierent division polynomials for other shapes of elliptic curves (Weierstrass, Montgomery, Edwards, etc.). Nevertheless, the Galois group
Gal(Q(E[m])/Q)
is model independent and can be computed with the division polynomials of Denition 2.11 as, in characteristic dierent from 2 and 3, every curve can be written in short Weierstrass form.
One can compute Q(E[π]) for any prime π ≥ 3 using the following method: 1. Make a rst extension of Q through an irreducible factor of P π and obtain a number eld F 1 where P π has a root α 1 .
trivial roots representing the x coordinates of the multiples of M 1 . 3. Call F 3 the extension of F 2 through an irreducible factor of P π ∈ F 2 [x] other than those corresponding to the trivial roots.
and F 4 be the extension of F 3 through f 4 . F 4 contains all the π-torsion.
In practice we observe that in general P π , f 2 , P (F2) π and f 4 are irreducible, where P (F2) π is P π divided by the factors corresponding to the trivial roots. If this is the case, as deg(
(Proposition 2.12), the absolute degree of F 4 is 
Serre [20] proved that the observation above is almost always true. The next theorem is a restatement of items (1) and (6) in the introduction of [20] .
Theorem 2.13 (Serre) . Let E be an elliptic curve without complex multiplication.
(1) For all primes π and k ≥ 1 the index
is non-decreasing and bounded by a constant depending on E and π. (2) For all primes π outside a nite set depending on E and for all k ≥ 1,
Denition 2.14.
. If E does not admit complex multiplication, we call Serre's exponent the integer n(E, π) = min{n ∈ N * | ∀k ≥ n, I(E, π, k + 1) = I(E, π, k)}.
The method described above allows us to compute Q(E[m]) as an extension tower. Then it is easy to obtain its absolute degree and a primitive element. Iden-
is easy when there is only one subgroup (up to conjugacy) of GL 2 (Z/mZ) with the right order. In the other case we check for each g ∈ GL 2 (Z/mZ) using the xed generators of E(Q)[m] whether g gives rise to an automorphism on Q(E[m]). In practice, the bottleneck of this method is the factorization of polynomials with coecients over number elds.
2.3. Divisibility by a prime power. It is a common fact that, for a given prime π, the cardinality of an arbitrary elliptic curve over F p has a larger probability to be divisible by π than an arbitrary integer of size p. In this subsection we shall rigorously compute those probabilities under some hypothesis of generality.
Notation 2.15. Let π be a prime and i, j, k ∈ N such that i ≤ j. We put:
Let ≤ m be integers. When it is dened we denote:
When it is clear from the context, π is omitted.
Remark 2.16. Since for every natural number m and every prime p coprime to m,
Finally, for j = k, there are only three conditional probabilities which can be non-
Theorem 2.17. Let π be a prime and E an elliptic curve over Q. If k is an integer such that I(E, π, k+1) = I(E, π, k), in particular if E has no complex multiplication and k ≥ n(E, π), then for all 0 ≤ i < k we have:
, which equals 1
Thanks to Theorem 2.7, the proof will follow if we count for each g the number of extensions with a given xed group.
, there is only one element of Lift(g)
x the π k -torsion, a point of order π k+1 , but not all the π k+1 -torsion. So
(3) Every element of GL 2 (Z/π k Z) which xes a line, but is not the identity, can be extended in exactly π 3 ways to an element of GL 2 (Z/π k+1 Z) which xes a line of (Z/π k+1 Z)
The theorem below uses the information on Gal(Q(E[π n(E,π) ])/Q) for a given prime π in order to compute the probabilities of divisibility by any power of π.
Notation 2.18. Let π be a prime and
Theorem 2.19. Let π be a prime, E an elliptic curve over Q without complex multiplication and n ≥ n(E, π). Then, for any k ≥ 1,
Let v π be the average valuation of π of #E(F p ) for an arbitrary prime p. Then,
Proof. Let k be a positive integer. Using Figure 1 , one checks that
(1)
, and c 3 = 1 π
. With these notations, the hypothesis can be illustrated by Figure 1 . For j > n and < n, the probability p j ( , j) is the product of the conditional probabilities of the unique path from ( , j) to ( , n) in the graph of Figure 1 times the probability p n ( , n). For j > n and ≥ n, the probability p j ( , j) is the product of the conditional probabilities of the unique path from ( , j) to (n, n) in the graph of Figure 1 times the probability p n (n, n).
There are 3 cases that have to be treated separately: 1 ≤ k ≤ n, n < k ≤ 2n and k > 2n. For 1 ≤ k ≤ n, the result follows from Equation (1) 
The arrows represent the conditional probabilities of Theorem 2.17.
the case for k > 2n, with k = 2i:
After computations, one obtains the desired formula. The cases k > 2n odd, and n < k ≤ 2n are treated similarly. The formula for v π is obtained using
Remark 2.20. The theorem proves in particular that there exists a bound B such that for primes π > B, P(π 2 | #E(F p )) < 2 π 2 , so the probability that the cardinality is divisible by the square of a prime greater than B is at most 2 B
. This conrms the experimental result that an elliptic curve is close to a cyclic group when reduced modulo an arbitrary prime, regardless on its rank over Q.
Example 2.21. Let us compare the theoretical and experimental average valuation of π = 2, π = 3 and π = 5 for the curves E 1 : y 2 = x 3 + 5x + 7 and E 2 : y 2 = x 3 −11x+14. For E 1 , we apply Theorem 2.19 with n = 1 and compute the necessary probabilities with Corollary 2.9 knowing that the Galois groups are isomorphic to GL 2 (Z/πZ). For E 2 , we apply Theorem 2.19 with n = 5 for π = 2, n = 2 for π = 3 and n = 1 for π = 5 and compute the necessary probabilities with Corollary 2.9 (when n = 1) and Theorem 2.7 when n ≥ 2. The results are shown in Table 2 . In order to apply Theorem 2.19, we need n ≥ n(E, π). But since we do not know any algorithm to compute n(E, π), we have to assume that our guesses for n(E i , π), i = 1, 2, are true. The relative error for E 2 and π = 5 is large compared to others cases, which can be explained by the fact that we were unable to compute Gal(Q(E 2 [25] )/Q) and cannot be sure that n(E 2 , 5) = 1. 
Applications to some Families of Elliptic Curves
As shown in the preceding section, changing the torsion properties is equivalent to modifying the Galois group. One can see the fact of imposing rational torsion points as a way of modifying the Galois group. In this section we change the Galois group either by splitting the division polynomials or by imposing some equations that directly modify the Galois group. With these ideas, we nd new innite ECMfriendly families and we explain the properties of some known curves. 
The completed points are the ane (x, y) embedded into P 1 × P 1 by (x, y) → ((x : 1), (y : 1)) (see [6] for more information). We denote (1 : 0) by ∞.
We give an overview of all the 2-and 4-torsion and some 8-torsion points on E a,d , as specied in [6] , in Figure 2 A Montgomery curve for which there exist x 3 , y 3 , k, x ∞ , y ∞ ∈ Q such that
is called a Suyama curve. As described in [23, 24] , the solutions of (2) can be parametrized by a rational value denoted σ. For all σ ∈ Q\{0, ±1, ±3, ±5, ± Remark 3.2. In the following, when we say that an elliptic curve E a,d has good reduction modulo a prime p, we also suppose that we have Montgomery curve) . In this case the reduction map is simply given by reducing the coecients modulo p.
The results below are also true for primes of good reduction which do not satisfy these conditions, by slightly modifying the statements and the proofs. Moreover, in ECM, if the conditions are not satised, we immediately nd the factor p. The rational torsion of a Montgomery/twisted Edwards curve is Z/2Z but it is known that 4 divides the order of the curve when reduced modulo any prime p [23] . The following theorem gives more detail on the 2 k -torsion. Theorem 3.3. Let E = E a,d be a twisted Edwards curve (resp. a Montgomery curve M A,B ) over Q. Let p be a prime such that E has good reduction at p.
(1) If p ≡ 3 (mod 4) and
Proof. Using Remark 3.1, it is enough to prove the results in the Edwards language, which follow by some calculations using Figure 2 . 
We were not able to compute the generic Galois group of the m-torsion for a family of curves, i.e., a group that is isomorphic to the Galois group for most of the curves of the family (here most is meant in the sense that most polynomials of degree d have Galois group S d ). But we can compute this Galois group for every elliptic curve. So when we talk about the Galois group of a family of curves, we mean that we computed the Galois group for some curves of this family and that the Galois group was always the same (up to conjugacy), so the curves have the same probabilities.
The cardinality of the Galois group of the 4-torsion for generic Montgomery curves is 16 and this is reduced to 8 for the family of curves satisfying (3). Using Theorem 2.7, we can compute the changes of probabilities due to this new Galois group. For all curves satisfying (3) and all primes p ≡ 1 (mod 4), the probability of having Z/2Z × Z/2Z as the 4-torsion group becomes 0 (instead of ).
The Galois group of the 8-torsion of the family of curves satisfying (4) has cardinality 128 instead of 256 for generic Montgomery curves. Using Theorem 2.7, one can see that the probabilities of having an 8-torsion point are improved.
Using Theorem 2.19, one can show that both families of curves, the family satisfying (3) and the one satisfying (4), increase the probability of having the cardinality divisible by 8 from 62.5% to 75% and the average valuation of 2 from 10 3
3.3. Better Twisted Edwards Curves with Torsion Z/2Z × Z/4Z using Division Polynomials. In this section we search for curves such that some of the factors of the division polynomials split and by doing so we try to change the Galois groups. As an example we consider the family of a = −1 twisted Edwards curves E d with Z/2Z × Z/4Z-torsion, these curves are exactly the ones with d = −e 4 (see [5] ).
The technique might be used in any context. , bringing it to the same valuation as for the family of twisted Edwards curves with a = 1 and torsion isomorphic to Z/2Z × Z/8Z. Note that these four families cover all the curves presented in the rst three columns of [5, 16 . In order to gain more intuition, we give an alternative proof. We need the following theorem which computes the 8-torsion points that double to the 4-torsion is a quadratic residue modulo p then the points (x, y) ∈ E d (F p ), with w ∈ {1, −1}, and
have order eight and double to (±e
Proof. Note that all points (x, y) of order eight satisfy ∞ = x = 0 = y = ∞. 
From the second equation we obtain (e − t)x 2 + (e + t)y 2 = 2t and substituting x 2 results in (e − t)G 2 + (e + t) y 2 = 2t. This can be solved for y when 2t (e − t)G 2 + (e + t) is a quadratic residue modulo p. This is equivalent to checking if any of 2t (e − 1)g 2 + (e + 1) = t(g − 1)
g , (6) 2t (e − 1) + (e + 1)g
is a quadratic residue modulo p. By assumption tg(g − 1)(g + 1) is a quadratic residue modulo p. Hence, both expression (6) and (7) are quadratic residues modulo p. Solving for y and keeping track of all the signs results in the formulae in (5).
A direct consequence of this theorem is as follows. , g ∈ Q \ {−1, 0, 1} and p > 3 a prime of good reduction. Then E(Q) has torsion group isomorphic to Z/2Z × Z/4Z and the group order of E(F p ) is divisible by 16. Proof. We consider two cases.
(1) If p ≡ 1 (mod 4) then −1 is a quadratic residue modulo p. Hence, the 4-torsion points (±i, 0) exist (see Figure 2 ) and 16 | #E(F p ). (2) If p ≡ 3 (mod 4) then −1 is a quadratic non-residue modulo p. Then exactly one of {g(g − 1)(g + 1), −g(g − 1)(g + 1)} is a quadratic residue modulo p. Using Thm. 3.4 it follows that the curve E(F p ) has eight 8-torsion points and hence 16 | #E(F p ). and, therefore, the group order is divisible by an additional factor two.
and p ≡ 1 (mod 4) be a prime of good reduction. If g(g − 1)(g + 1) is a quadratic residue modulo p then the group order of E d (F p ) is divisible by 32.
Proof. All 16 4-torsion points are in E d (F p ) (see Figure 2) . By Thm. 3.4 we have at least one 8-torsion point. Hence, 32 | #E d (F p ).
We generated dierent values g ∈ Q by setting g = i j with 1 ≤ i < j ≤ 200 such that gcd(i, j) = 1. This resulted in 12 231 possible values for g and Sage [22] found 614 non-torsion points. As expected, we observed that they behave similarly as the good curve found in [5] . This rational parametrization allowed us to impose additional conditions on the parameter e. For the four families, except e = g 2 which is treated below, the parameter e is given by an elliptic curve of rank 0 over Q.
Corollary 3.8. Let P = (x, y) be a non-torsion point on the elliptic curve y 2 = x 3 − 36x having rank 1. Let t = x+6 x−6 , using notations of Theorem 3.7, the curve E −e 4 belongs to the family e = g 2 and has positive rank over Q. 3.4.1. Suyama-11. Kruppa observed in [14] that among the Suyama curves, the one corresponding to σ = 11 nds exceptionally many primes. Barbulescu [3] extended it to an innite family that we present in detail here.
Experiments show that the σ = 11 curve diers from other Suyama curves only by its probabilities to have a given 2 k -torsion when reduced modulo primes p ≡ 1 (mod 4). The reason is that the σ = 11 curve satises Equation (3). Section 3.2 illustrates the changes in probabilities of the σ = 11 curve when compared to curves which do not satisfy Equation (3) and shows that Equation (3) .
Let us call Suyama-11 the set of Suyama curves which satisfy Equation (3).
When solving the system formed by Suyama's system plus Equation (3), we obtain an elliptic parametrization for σ. Given a point (u, v) on E σ11 : v 2 = u 3 − u 2 − 120u + 432, σ is obtained as σ = 120 u−24 + 5. The group E σ11 (Q) is generated by the points P ∞ = (−6, 30), P 2 = (−12, 0) and Q 2 = (4, 0) of orders ∞, 2 and 2 respectively. We exclude 0, ±P ∞ , P 2 , Q 2 , P 2 + Q 2 , and Q 2 ± P ∞ , which are the points producing non-valid values of σ. The points ±R, Q 2 ± R lead to isomorphic curves. Note that the σ = 11 curve corresponds to the point (44, 280) = P ∞ + P 2 . In order to understand the properties of this family, we translate it back to Montgomery language using Remark 3.1. Thus, we are interested in Suyama curves which satisfy equation A + 2 = −Bc 2 (the Montgomery equivalent for −a being a square). This is the Suyama-11 family, so its torsion properties were explained in Section 3.4.1. These two families have been discovered independently in [3] and [5] .
3.4.3. Suyama- . Further experiments show that their special properties are related to the 2 k -torsion and concern exclusively primes p ≡ 1 (mod 4). Indeed, the σ = Let us call Suyama-9 4 the set of Suyama curves which satisfy Equation (4). When solving the system formed by Suyama's system plus Equation (4), we obtain an elliptic parametrization for σ. Given a point (u, v) on E σ94 : v 2 = u 3 − 5u, σ is obtained as σ = u. The group E σ94 (Q) is generated by the points P ∞ = (−1, 2) and P 2 = (0, 0) of orders ∞ and 2 respectively. We exclude the points 0, ±P ∞ , P 2
1
There is a typo in the proof of [5, Thm. 
